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There is a server room at the ONTEC site, as well as a locked rack
in a dedicated data center.

Both mechanical and biometric.
Access is logged at both locations
For both locations.

In the course of the user authorization process

Contained in "ONTEC IT Terms of Use"
Contained in "ONTEC IT Terms of Use"

Contained in "ONTEC IT Terms of Use"

Conatined in Data processing directory

Contained in "ONTEC IT Terms of Use"

Encrypted or securely disposed
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yes Contained in "ONTEC IT Terms of Use"
yes In the course of the user authorization process
yes In the course of the user authorization process

yes Technically regulated

yes In the course of the user authorization process
yes Technically regulated

yes Technically regulated

yes Contained in "ONTEC IT Terms of Use"

no Only where required by contract.

no Contained in "ONTEC IT Terms of Use"
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no

yes

yes

yes

yes

no

yes

yes

n.a.

Event logging is performed, but there is no dedicated control.

Except firewall log files: less than 3 months

Contained in "ONTEC IT Terms of Use"

Exception: contact data in encrypted container.

no devices with personal data will be passed on to third parties
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_ : -
_ - SR
yes where relevant for the processing of personal data (e.g. Data
Center)
_ : -
_ : R
yes In the employment contract or with suppliers where relevant for
the processing of personal data (e.g. data processing centre)
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